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Monutrka MHopMaLMOHHON 6e30NacHOCTN OnpeaensieT OCHOBbI CETEBOWN MONMUTUKA U
NHEOPMAaLMOHHON KOMMbIOTEPHON 6e30NacHOCTU, NOPSAOK AOCTyNa 1 npasuna paboTsbl
nonb3oBaTerniein NepcoHarnbHbIX KOMMLIOTEPOB C PECypcamMm fIOKanbHON CeTh u

rno6arnbHoln komnbloTepHo ceT MHTepHeT B grand-tour.by (OOO “Octpos
oTabixa”) (Qanee — opraHu3aums).

HacTtoswas NMonutuka paspabotaHa B COOTBETCTBMM CO CrieayoLWMMN HOpMaTUBHbBIMU
NpaBOBbIMU U UHBIMW aKTaMu:

3akoHom Pecnybnukun benapyck ot 10 Hosa6pst 2008 r. No 455-3 «O6 nHdopmaumn,
MHopmaTnsaymm n 3awmte nHpopmaummny;

3akoHom Pecnybnuku benapycb ot 7 mas 2021 r. No 99-3 «O 3awmte nepcoHanbHbIX
OAHHbBIX»;

NpUKasoM ornepaTmMBHO-aHaNMTMYeCKoro LeHTpa npu MNpesngeHte Pecnybnuku
Benapyck ot 20 despans 2020 r. No 66 «O mepax no peanusaunmn Ykasa lNpesngeHTa
Pecnybnukn Benapycb oT 9 gekabps 2019 r. No 449y;

NpUKasoM ornepaTmMBHO-aHanMTMYeCcKoro LeHTpa npu MNpesngeHte Pecnybnuku
Benapycbk ot 12 HosA6pst 2021 r. No 195 «O TexHun4yeckor n Kpuntorpaguruyeckom
3awmTe nepcoHanbHbIX AaHHbIX».

FMABA 1 OBLUME NMOJIOXEHUA

1.1. Cncrema nHdopMaLmnMoHHON 6E30MaCHOCTM Kak OpraHM3oBaHHasi COBOKYMNHOCTb
crneumanbHbIX CPeACTB, MePONPUATUI, NpegHa3HavYeHa ANs:

NPOrHO3MpPOBaHUSA, CBOEBPEMEHHOIO BbISIBIIEHNSA N YCTPAHEHUS yrpo3
npoeccrnoHarnbHO 3Ha4YMMbIM pecypcamM 1 MHPOPMaLUMOHHLIM CUCTEMaM OpraHM3aumm
Ha OCHOBE MPaBOBbIX, OPraHM3aLMOHHbIX N UHXEHEPHO- TEXHUYECKMX Mep, a TaKkke
cpeacTB obecneveHns 3alnTbl;

MUHUMM3aUMK yuepba n onepaTMBHOrO BOCCTAHOBMEHMS NPOrPaMMHbIX U annapaTHbIX
CpeAcTB, MHopMaLmn, NoCTpadaBLUMX B pe3yribTaTe KPU3UCHBIX CUTyauun,
BbISIBfIEHNE NPUYMH BO3HUKHOBEHUSA TakUX CUTyaLUN U NPUHATME COOTBETCTBYHOLLMX
Mep Mo NX NpeaoTBPaLLEHNIO;

naeHTUUKaLumn n pernameHTaLmm Joctyna K ceTeBbIM pecypcam, B TOM YuCrie K
pecypcam rnobanbHON KOMMbLITEPHOM CETU VIHTEPHET;

npefoTBpaLLeHNss KPUTUYECKUX NOCNeaCcTBUA HECAHKLMOHNPOBAHHOTO
pacrnpoCTpaHeHuUsi, YHUHTOXEHUS, UCKaXKEeHWUSA, KOMMPOBAHNA OaHHbIX;



cbopa, xpaHeHMs1 1 aHanu3a AaHHbIX 06 MCMONb30BaHNN CETEBBLIX PECYPCOB U
CepBUCOB, NPeoCTaBIEHNS] COOTBETCTBYHOLLEN CTAaTUCTUYECKON MHADOPMaLINW.

1.2. KOHTpOsb 3a UCNOSTHEHNEM MEePONpUATUA NO MHGOPMaLMOHHOM 6e30nacHOCTM B
opraHusaummn ocyLecTBnsieT AUpeKTop.

1.3. CoTpyaHMKN opraHmM3aumm HeCyT NIMYHYI0 OTBETCTBEHHOCTb 3a cobrniogeHme
npasus nHopmalmoHHon 6e3onacHOCTU, onpeaenseMblX HACTOALWMUM NOSNOXEHNEM.
OTBeTCTBEHHOCTbL 3a 0becneveHne BbINONIHEHNSA HacTosLwen MONUTUKN B CTPYKTYPHbIX
nogpasgernieHnsix Bo3naraeTca Ha pykoBoguTenen aTux nogpasgenieHun.

MABA 2

OPIrAHU3ALUA CUCTEMbl UHOPOPMALIMOHHOWU BE3OMNACHOCTMU

2.1.B nokanbHOM CeTn opraHn3aumm co3gaHbl criegyrouime Hen3onMpoBaHHbIe
CEerMeHTbl:

CErMeHT foKanbHOW ceTu B npegenax kabnHeToB COTPYAHMKOB yrpaBreHns
OyxranTepckoro yyeta n (pHaAHCOB, HE MMELUUIN NOAKIOYEHUIN K OTKPBbITOMY KaHany
nepegayun gaHHbIX;

CErMeHT floKanbHOWM ceTu B npeaenax paboumnx MecT COTpyAHUKOB AS1s1 oOMeHa
HeobxoaUMbIMM OaHHBIMU MNPU BbINOSIHEHMM CBOMX OOIMKHOCTHbLIX 0093aHHOCTEN,
NOOKITIOYEHHBIV K OTKPLITOMY KaHany nepegayv gaHHbIX.

NHdopmMaLMOHHbIE MOTOKM CErMEHTOB NOKalnbHOW CETU, UMEOLLIME NOOKITIYEHNE K
OTKPbITbIM KaHanam nepefayun gaHHbIX, PErynumpyoTca cepBepHbIM NPOrpaMmMHbIM
obecnevyeHmnem.

2.2. B coOTBETCTBMM C NPUKA3OM MO OpraHn3auumn cocTaBrieHbl akTbl OTHECEHUS
MH(OPMALMNOHHbBIX CUCTEM K KIaccy TMNOBbIX MHPOPMALMOHHbLIX CUCTEM:

2.2.1. Knacc 4-uH (MHbOpMaLUMOHHbIE CUCTEMBI, B KOTOPbLIX O6pabaTbiBatoTcs
nepcoHarbHble AaHHble, 3a UCKINIDYEHUEM CrnelunarbHbIX NepCoHanbHbIX AaHHbIX, U
KOTOpble HE UMEIOT NOAKIMIYEHUI K OTKPbITbIM KaHanam nepegayun gaHHeix) — Cucrema
COMpPOBOXAEHUSA OeATENBHOCTN OpraHU3aLmm:

-nporpammHoe obecneyveHne «MC: 1C 8 byxrantepus»;

2.2.2. Knacc 5-4acTtH (MHgopMaLNOHHbIEe Ba3bl, HEroCyAapCTBEHHbIE
WHGOPMAaLMOHHbIE CUCTEMBI, B KOTOPbIX 0bpabaTtbiBaeTcs obuwienocTynHas
MHopMauus (B TOM Yncne obLeaoCTynHble NepCcoHarbHble aHHbIE) U KOTOPble
NOAKNOYEHbl K OTKPbITBIM KaHanam nepegadv AaHHbIX:

ocmumanbHbi cant grand-tour.by;

2.3. OpraHusaums n obecneyeHne apPeKTMBHOCTU YHKLMOHNUPOBAHNSA CUCTEMBI
MHdOpMaLMOoHHOM 6e30NacHOCT B OpraHu3aLmm Bo3naratTcs Ha gupektopa. PyHKLnK
onepaTMBHOIO YNpaBfieHNs TEXHNYECKMMU pecypcaMn CUCTEMbI 3aLnTbl MHopMaumm
BO3naratTCcsa Ha AUpeKTopa.

2.5. YNONHOMOYEHHbIN COTPYAHMK MMEET NpaBo MO COrflacoBaHUIO C ANPEKTOPOM
NPOBOANTb CreLumanbHble TEXHUYECKME MEPONPUATUSA A58 BbISIBIIEHUS NOMbITOK
noBspexaeHns obopyaoBaHus, B3floMa NporpammMHoOro obecneyeHns un
HeCaHKLNOHUPOBAHHOIo AOCTYNa K pecypcam fiokasnbHOW ceTn unu rrnobanbHon
KOMMbOTEPHON CeTU NIHTEpHeT.

2.6. YNONHOMOYEHHbIN COTPYAHUK 06A3aH:

3HaTb M NPaBUSIbHO NCMNONb30BaTb CEPBEPHOE NporpammMHoe obecneyeHune, annapaTHo-
nporpaMmHble CpeaCcTBa 3alnTbl MHGOpMaL MM 1 obecneynBaTb COXPaHHOCTb
MHJOPMaLMNOHHbIX PECYPCOB C MOMOLLLIO 3TUX CPEACTB;

obecneunBatb 6ecnepeboriHyto paboTy OCHOBHbLIX CETEBLIX CEPBUCOB, MPOU3BOANTL
HeobXxo4MMble HAaCTPOWKN U KOPPEKTUPOBKN CEPBEPHOIO NPOrpamMMHOro obecneyeHus;



OCYLLECTBNATb perynsipHbIi MOHUTOPUHT NapaMeTPOB COCTOSAHMS NTIOKaIbHOW CeTw,
obecneunBatb ee 6ecnepebonHoe PyHKUMOHUPOBAHKE;

BbIMOSTHATL YCTAHOBKY U perynsipHoe 06HOBNEHME aHTUBMPYCHbIX NPOrpamMM, UHbIX
NporpaMMHbIX CPeAcTB, HeobxoanuMblx Anga 6e3onacHoro goctyna K rnobanbHom
KOMMblOTEPHOM CeTU VIHTEPHET;

TecTupoBaTb paboune CTaHLUKN NOKaNbHOM CETU Ha NpeaMeT Hann4ynsl BPeAOHOCHbIX
nporpamm;

OCyLLEeCTBNATbL cOOp M aHanM3 cepBEpPHbIX NPOTOKONMPOBAHHbIX AAHHbIX O
BbIMOSTHEHHbIX NOAKIHOYEHNAX N NCNONb30BaHUN PECYPCOB rnobanbHOM KOMNbIOTEPHOM
cetn NHTepHeT, obecneymBaTb XpaHeHMe COOTBETCTBYHOLLEN CTAaTUCTUYECKON
MHdOpPMaLUKM B TEYEHNE KaneHAapHoro roaa;

KOHCYNbTUPOBATb N OCYLLIECTBMASATL TEXHUYECKYI0 NOAOEPXKKY Nonb3oBaTenem no
BOMpOCaM UCMOoNb30BaHNsI CETEBbIX PECYPCOB U CEPBUCOB;

coobLiaTb pyKOBOACTBY O BbISIBNIEHHbIX (hakTax NPUMEHEHMs NoNb30BaTeNsAMM
NpOrpaMmMHbIX NPOAYKTOB, NPMBOASALLMNX K CO0AM B paboTe KOMNbOTEPHOIo U/Unu
ceTeBoro obopyaoBaHusl, NpeaHasHauYeHHbIX 4N HECaHKLMOHNUPOBAHHOMO 4OCTYNa,
MoamdurKauumn, paspyLleHns nHPOopMaLMOHHbIX PECYPCOB.

2.7. Ansa kaXxxaoro nepcoHarnbHOro KOMMbloTepa B NoapasaeneHnsx opraHmsauum
onpegenseTcs OTBETCTBEHHOE NMLO M3 LUTATHOro CoCTaBa COOTBETCTBYHOLLMX
nogpasaeneHuin. Ha Bcex nepcoHanbHbIX KOMMbOTEPAX OpraHM3aumnm HacTPOEH TUM
Y4YeTHOM 3anucu ¢ NaposnbHOW 3aLUMTOW, BKIHOYEHO BeAeHMe CUCTEMHOIO XypHana
CcOObITUN.

FMABA 3

TEXHUWYECKUE MEPONPUATUA NO OBECNEYEHUIO MH®OPMALIMOHHOW
BE3OMNACHOCTHU

3.1.BHewHnn n VPN kaHanbl nepegaym gaHHbIX NpeaocTaBnsaoTCs OpraHM3aunm Ha
AOroBOPHOM OCHOBE Yepes npoBangepa, UMerLero NMLEH3NN Ha OCyLLEeCTBeHne
COOTBETCTBYHOLLMX BUOOB AEATENBHOCTUN C Y4€TOM BCEX TpeboBaHUN
3aKkoHodaTeNbCTBa, B TOM yncrne TpeboBaHnin tHopMaunoHHon 6e3sonacHocTu. [ns
ceTeBoro obopyaoBaHus cpasy nocre ycTaHOBKM OCYLLECTBNAETCA CMEHa PEKBU3UTOB
A0CTyna K PyHKUUAM ynpaBneHnsa n Hactporkam, YCTaHOBMEHHBIM MO YMOJSTHaHWIO.
3.2. NepcoHanbHble KOMMbIOTEPLI 3aKPENSIAITCA B NOMELLEHNAX OpraHM3aunmy 3a
onpegerneHHbIMMU paboTHUKaMN U NOEHTUMULMPYIOTCA B NTIOKanNbHOM CeTu Ha
OCHOBaHUM oMKCnpoBaHHbIX |IP- agpecos.

3.3. geHTudumkaumsa nonb3oBaTenemn cetn obecnevyeHa cpeactesaMmm onepaunoHHbIX
CUCTEM, YCTAHOBIIEHHbIX Ha YCTPOMCTBax nosnb3oBaTtenen. AyteHTngpukaums
nonb3oBaTernien obecneynBaeTca MogynsMm aBTopmsanmm MHPOPMaLMOHHbIX CUCTEM,
NCNosib3yeMblX B OpraHmn3aunm.

3.4. MNprmeHeHne cneynanmanpoBaHHOro NporpaMmHoro obecneyeHuns gocTyna
nosfib3oBaTenemn nokanbHON ceTu B rnobanbHOM KOMMNbOTEPHOWN ceTn NHTepHeT
paspeLuaeTcs TONbKO Yepe3 BHYTPEHHUI KOHTPONMPYyEMbIN NPOKCU- cepBep
opraHusauum.

3.5. OnpeneneH MMHMMarnbHbIN NEpPeYeHb pas3peLLEHHOro NporpaMMHOro obecneyeHus
N pernaMmeHTMpoBaH NOPSLOK ero yCTaHOBKM U UCMONb30BaHWS:

Microsoft Windows;

Microsoft Office;

CncTemMbl aHTUBMPYCHON 3aLUMUThI;

nporpammHoe obecnedeHne «AC: 1C 8 byxrantepusay»;

3.6. O6MeH nHdopmaumen mexagy nNonb3oBaTeNAMM FIOKanNbHON CETU OCYLLIECTBIIAETCA
nocpeacTBOM CEeTeBbIX ANUCKOB C HACTPOEHHbIMY NMpaBamMu AOCTyna.

3.7. Joctyn nonb3oBaTtenen k pecypcam rinobanbHom KOMnboTEPHON ceTn HTepHeT



pernameHTMpyeTcsa NpoKCu-cepBepoM. OTO NO3BONSIET 3a4aBaTbh HeOO6Xo4MMbIe
paspeLLeHmns No CKopocTn, obbemy Tpaduka n BpeMeHn OCTyna, ycTaHaBnmBaTb
3anpeTbl Ha nocelleHne onpeaerieHHbIX PpecypcoB.

3.8. Bce ceaHcbl Bbixoaa B rrnobanbHyo KOMMbIOTEPHYIO ceTb VIHTEpHET dnKeupyroTcs
B Nlorax npokcu-cepeepa. [Ans aHanunsa n o6paboTkm noroe Ha cepeepe
yCTaHaBnMBaeTcs cneumnanmampoBaHHOe NporpammMHoe obecneveHue.

3.9.Ha cepBepax opraHusaumm HacTPOeH aBTOMaTU3NPOBAHHbLIN COOP N XpaHeHue
MHdOpMauumM 0 cobbITUAX MHPOpMaLMOHHOM 6e3onacHOCTU B BUAE NpoToKona
CepBEPHbIX JTIOroB, PErnCTpUpPYOLLMX obpalleHns K cepsepy 1 BO3HUKatoLWMe Npu 9TOM
owmnbku, norn 6a3 gaHHbIX, PUKcupyowmne 3anpocsl K 6asam gaHHbIX, 0rm
aBTOpM3aUMnN N ayTeHUKaumn.

3.10. He pexe ogHoro pasa B MecsL, NPOBOAUTCH aHann3 u onepaTMBHas
KOppeKTUpOoBKa CMUCKOB pa3peLleHnit Ha AocTtyn K IHTepHeT-pecypcam, NpoBoanTCS
aHarnus COCTOSIHMS NOKanbHOW CETU, BbINMOMHATCA NnpodunakTmyeckme paboTbl.

3.11. lNo mepe HeobxoaMMOCTN OOHOBAAOTCA ONepaunoHHbIE CUCTEMBI,
KOPPEKTUPYIOTCA METOAUKN UCMONb30BaHWUS CEPBEPHOIO, CUCTEMHOIO N aHTUBUPYCHOTO
nporpaMmmHoro obecneyeHus.

MABA 4

NMPABUNA NH®OPMALIMOHHOW BE3OMNACHOCTHU

4.1. PasrpaHnyeHne goctyna CoOTpygHMKOB opraHu3aumm K o6bektam
MHGOPMAaLMOHHOM CEeTU onpeaeneHo AOMKHOCTHBIMU MHCTPYKLUMSIMN U OMONHUTENBbHO
TEXHUYECKN peannsyeTcd C NOMOLLbI NporpaMmmMHoro obecneyeHnsi cepBepoB
opraHusauuu, nonutuk IP-agpecauum n yyeTHbIX 3anucen nonb3oBaTesien.

4.2. COTpyaHVKM OpraHnsaumm UMeKT Npaso:

NoJsib30BaTbCA FIOKanbHbIMU CETEBLIMU pecypcamMn 1 pecypcamm rinobanbHon
KOMMbOTEPHOW ceTU MIHTEpPHET ANS BbINOSHEHUSI CBOMX OOSMKHOCTHbLIX 00513aHHOCTEN;
obpallaTbcsa 3a NOMOLLLIO K YIONTHOMOYEHHOMY COTPYAHMKY NO BOMNpocam,
BO3HMKAOLLMM MPU NCMOMb30BaHMM CETEBbLIX PECYPCOB N CEPBUCOB;

BHOCUTb NMPEeanoXeHusi no ynyyeHuo paboTbl ceTu.

4.3.CoTpyaHuKM opraHusaumm obs3aHbi:

cobnogaTb TpeboBaHusA 3akoHogaTenscTBa Pecnybnukmn bBenapycb 1 HacTosLen
Monutrkn npu paboTe ¢ ceTeBbIMU MH(POPMALIMOHHBIMWU pecypcamu;

NCnonb30BaTh PECYPChI N CEPBUCHI FNOBanbHOM KOMMNbOTEPHON ceTU NHTEPHET TONbKO
ANS BbINOSTHEHUS CIY>KeOHbIX 0683aHHOCTEN;

B Criyyae obHapyXeHusi Bpe4OHOCHbIX NPOrpaMmm, HeCTaH4apTHOro NoBeAeHs
Nonb30BaTENbCKUX NPUITOXEHUIN, BOSHUKHOBEHMW HELUTaTHbIX CUTyaLumi B paboTe
KOMMbIOTEPHbLIX CUCTEM HEMEANEHHO coobLaTb 06 3TOM B LLEHTP MHAOPMAaLMOHHbIX
TEXHOJTIOTUMN.

4.4. CoTpyaH/Kkam opraHmsaumm 3anpeLlaeTcs:

NCNonb30BaTh rNobanbHy KOMMNBIOTEPHYIO CeTb MIHTEPHET Ha KOMMNbIOTEPax, rae
XpaHuTcs n obpabaTtbiBaeTcs kKOHMAEHUMaNbHas cnyxebHast nHopmaums;
NnoaKMo4YaThCs K rnobanbHON KOMMLITEPHOW CETU MIHTEPHET, NCNONb3ys KOMMLITEP
opraHusauun, Yepes Hecny>XebHbI KaHan AocTyna — MoObunbHOe YCTPONCTBO, MOLEM U
apyrue yCTpOUCTBa;

ponyckaTb K paboTe 3a KOMMNbOTEPOM MOCTOPOHHUX fNLL;

npu NOAKMOYEHNN K rnobanbHOM KOMMNbOTEPHON ceTh IHTepHET 06Xx0anTb yYETHYHO
CcUCTEeMy, CUCTEMY CTaTUCTUKK, NOBpexaaTb Unn 4e3nH(opMmMpoBaTh UX;
OCYLLEeCTBNATb MOMbITKU HECAHKLUMOHNPOBAHHOIO JOCTYNa K pecypcam, NpoBOANUTb
ceTeBble aTaku N CeTeBOW B3IIOM UIM y4acTBOBATb B HUX; UCMOMb30BaTb NPOrpaMMHbIe
NpoAayKTbl, pecypcbl rnobanbHON KOMNbIOTEPHON ceTn VIHTepHET, npegHa3Ha4YeHHble



AnNsl COKPbITUA OENCTBUI NOSb30oBaTeNen;

pacnpoCTpaHATb B rnobanbHOM KOMMNbOTEPHON ceTu IHTEPHET HENPOBEPEHHbIE UMK
3aBe10MO J0XHble JaHHble, MH(POPMAaLMIO, YHUXKAIOLLYO YeCTb U JOCTOMHCTBO
rpaxgaH, a Takke cBedeHuna cryxebHoro xapakrepa 6e3 paspeLueHuns pyKoBOANTENS;
yCTaHaBNMBaTb Ha KOMMbIOTEP NporpamMmmHoe obecnedeHne, NpMHUMaTb NPeasIoKeHUs
Nno OBHOBMEHUIO NPOrPaMMHOro obecneyeHns N3 HenpPoOBEPEHHbLIX PECYPCOB
rno6anbHON KOMNbIOTEPHOW ceTn MHTepHET Be3 cornacoBaHnA C LLEHTPOM
NHOPMALMOHHbBIX TEXHOMOMNM;

NPV UCMONb30BaHMUN 3NEKTPOHHbBIX NOYTOBLIX ALMKOB OTKpbIBaTb COOBOLLEHMS OT
HenpoBepPEeHHbIX afpecaToB, OCYLLECTBNATL PacChblfiKy crnama.
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